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Privacy Notice

Aon is a leading global professional services firm providing a broad range of risk, retirement, and health solutions services. Aon is committed to protecting your privacy. This commitment
reflects the value we place on earning and keeping the trust of our customers, business partners, and others who share their personal information with us.

What does this Privacy Notice do?

This Privacy Notice ("Notice") explains how we collect, store, use, process, transfer, provide, disclose, delete (collectively as “Handle”) your personal information in connection with our talent services.
This includes our assessment and feedback systems.

Who are we?

Throughout this Notice, “Aon” refers to Aon Enterprise Solutions (Shanghai) Co., Ltd., (also referred to as "we", "us", or "our"). You can contact us regarding information contained within this
Privacy Notice and the associated services:

381 Huai Hai Middle Road
Shanghai Central Plaza, 38/F
Shanghai, 200020

China

Email: cn.privacy@aon.com.cn

Our Data Protection Officer can be contacted using these same details.

Who is responsible for your personal information?

We provide talent services as an engaged processor on behalf of and in accordance with the instructions of our customer. Our customers are primarily responsible for decisions about your

personal information. This makes them the personal information handler. Your handler is therefore the entity for whom you complete this assessment/feedback. You can also contact them
directly or refer to their privacy notice for more information about their practices and your personal information rights.

We have expressly indicated throughout this Notice where personal information is collected by us as a personal information handler (namely, personal information collected by cookies
stored on your device; personal information collected for authentication and input control). For all other circumstances, our customer is the personal information handler, and we are an
engaged processor.

When and how do we collect your information?

We collect your personal information in two ways: (i) provided to us by our customer to provide you with the service, and (ii) collected from you directly whilst you use our services.

Please note that we do not sell your personal information. We only provide your personal information back to the customer who contracted us for the services, or otherwise parties directly
involved with us in providing the services.

How do we use your personal information and what is the legal basis?

We Handle your personal information to provide our assessment services in accordance with the contractual relationship we have with our customers as follows:
(i) The provision of the assessment services.

In order to provide you with our assessment services as instructed by our customers, we will collect your following personal information: identification information (your title, first and last
name, email address, phone number); your assessment Information (your answers, test duration, assessment results). The legal basis of our customer for the processing of assessment
information is such processing being necessary for the performance of a contract, or to take steps (at your request) to enter into a contract, namely that completing the assessments is a
necessary step in obtaining or maintaining an employment position. Without the provision of your personal information, we would not be able to carry out the services to achieve this. This
means that participating in the assessments are voluntary, although this may affect your relationship with our customer. If the customer has an alternative legal basis, they will notify you of
this separately.

(i) The provision of safety services

We may collect your technical Information (public IP address, time and date of access, browser activities, browser settings, device information and Log-In ID data). This is used primarily for
security purposes, namely authentication and input control.

(iii) Cookies

When using our talent services, cookies are stored on your device. These cookies can include

Cookie Purpose Duration
ASP.NET_Sessionld This session cookie enables users to be recognized within a website. Session
CookieCandidateToken This cookie is used to store the language info of the user. Session

These cookies are functionally necessary to offer the service — this means they are technically important for making sure our systems work correctly.

You can prevent the storage of cookies through the settings of your web browser, or by managing your settings so that cookies are deleted once you close your browser. Please note that a
complete disabling of cookies will impact on your ability to use this service, especially upon its quality. You can also contact Aon at gdpr.assessment@aon.com about disabling or deleting
cookies.

We do not employ any third-party or tracking cookies to provide this service. You can easily revisit this information any time by going to our “Cookies” hyperlink or revisiting this Notice.

(iv) The handling of sensitive personal information

We may Handle your sensitive personal information (included in your answers to the assessment) in accordance with laws and regulations and as agreed in the Notice. By signifying your
consent to this Notice, you consent to our handling of your sensitive personal information. If you do not consent to our handling of such sensitive personal information, we may be unable to
offer the services to you and/or we may terminate the services provided with immediate effect. If you need to withdraw your consent, you may exercise your rights by contacting us through
the method as described in this Notice.

Do we collect information from children?

We do not directly provide services to children, and we do not knowingly collect personal information from children, unless otherwise directed by our customer.

How long do we retain your personal information?

We do not store your personal information for any longer than we need to for our above stated purpose. Generally, the period of our handling is decided by our customer. Where we do
not receive specific instructions from them, we store your personal information for a period of twelve months. After this, they are either irrevocably anonymized or deleted. Beyond this, we
only store your personal information pursuant to any applicable legal requirements.
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Do we disclose your personal information?

We share your personal information with our customer, that is, the business entity with which we have a contractual arrangement. Beyond this, we only share personal information as
follows:

Within Aon
We may share your personal information with other Aon entities, brands, divisions, and subsidiaries to provide the assessment services.

We do not rent, sell or otherwise disclose personal information with unaffiliated third parties. We do not share your personal information with third parties except with our customer and in the
following circumstances discussed below.

Authorized Service Providers

We may disclose your information to service providers we have retained (as processors) to perform services on our behalf. These service providers are contractually restricted from using or
disclosing the information except as necessary to perform services on our behalf or to comply with legal requirements.

These third parties appropriately safeguard your personal information, and their activities are limited to the purposes for which your personal information was provided.
Legal Requirements and Business Transfers

We may disclose personal information (i) if we are required to do so by law, legal process, statute, rule, regulation, or professional standard, or to respond to a subpoena, search warrant, or
other legal request, (i) in response to law enforcement authority or other government official requests, (iii) when we believe disclosure is necessary or appropriate to prevent physical harm
or financial loss, or (iv) in connection with an investigation of suspected or actual illegal activity. Disclosure may also be required for company audits or to investigate a complaint or security
threat.

Do we transfer your personal information across geographies?

We generally do not transfer your personal information cross border unless we have agreed to do so with our customer. Where we are permitted by our customer to transfer your personal
information cross border in such a way, or are ourselves the handler for your personal information, we may do so, and we will obtain your separate consent for the cross-border transfer of
personal information. We are a global organization and may transfer certain personal information across geographical borders to our authorized service providers or business partners in
other countries working on our behalf in accordance with applicable law. Our affiliates and third parties may be based locally, or they may be overseas.

When we do, we use a variety of legal mechanisms to help ensure your rights and protections travel with your personal information:

« we ensure transfers within Aon are covered by agreements based on the standard contractual clauses issued by CAC (Cyberspace Administration of China), or other similar
mechanisms under applicable local law, which contractually oblige each member to ensure that personal information receives an adequate and consistent level of protection
wherever it resides within;

« where we transfer your personal information outside of us or to third parties who help provide our products and services, we obtain contractual commitments from them to protect
your personal information. This is achieved typically through the conclusion of the standard contractual clauses issued by CAC, or other similar contractual mechanisms under
applicable local law.;

+ where we receive requests for information from law enforcement or regulators, we carefully validate these requests before any personal information are disclosed.

If you would like further information about whether your personal information will be disclosed to overseas recipients, please contact us as noted above. You also have a right to contact us
for more information about the safeguards we have put in place (including a copy of relevant contractual commitments, which may be redacted for reasons of commercial confidentiality)
to ensure the adequate protection of your personal information when this is transferred as mentioned above.

Do we have security measures in place to protect your information?

The security of your personal information is important to us, and we have implemented reasonable physical, technical and administrative security standards to protect personal information
from loss, misuse, alteration or destruction. We protect your personal information against unauthorized access, use or disclosure, using security technologies and procedures, such as
encryption and limited access. Only authorized individuals access your personal information, and they receive training about the importance of protecting personal information.

Our service providers and agents are contractually bound to maintain the confidentiality of personal information and may not use the information for any unauthorized purpose.

Other rights regarding your personal information

Data protection laws vary among countries, with some providing more protection than others. Subject to certain exemptions, and in some cases, particularly if you reside in a jurisdiction
with applicable privacy laws, you have certain rights in relation to your personal information.

You can exercise your rights by contacting us. Please note that if our customer is personal information handler, your request will be shared with our customer, and our customer hold the
ultimate responsibility for responding to the request.

Subject to legal and other permissible considerations, we will make every reasonable effort to honor your request promptly or inform you if we require further information in order to fulfil your
request. We may not always be able to fully address your request, for example if it would impact the duty of confidentiality we owe to others, or if we are legally entitled to deal with the
request in a different way.

Right to Access

You have the right to access personal information, and the categories thereof, which we hold about you.
Right to Rectification

You have the right to request that we correct your personal information where it is inaccurate or out of date.
Right to be Forgotten (Right to Delete)

You have the right to request under certain circumstances to have your personal information erased. Your information will be erased if your personal information is no longer necessary for the
purpose for which it was collected, and we have no other legal ground for handling the personal information.

Right to Restrict Processing
You have the right to restrict the processing of your personal information, but only where:

» its accuracy is contested, to allow us to verify its accuracy; or

+ the processing is unlawful, but you do not want it erased; or

» itis no longer needed for the purposes for which it was collected, but we still need it to establish, exercise or defend legal claims; or
+ you have exercised the right to object, and verification of overriding grounds is pending.

Right to Transfer (Data Portability)

You have the right to data portability, which requires us to provide personal information to you or another handler in a commonly used, machine readable format, but only where the handling of
that personal information is based on (i) consent; or (ii) the performance of a contract to which you are a party.

Right to Object to handling



You have the right to object the handling of your personal information at any time, but only where that handling is based on your consents. . If you raise an objection, we have
an opportunity to demonstrate that we have legitimate grounds.

Automated Decision Making

Aon as a service provider does not employ systems based solely on automated decision-making processes and therefore does not make such decisions that have legal or similar significant
effects on you. The ultimate decision as to whether you will receive a job offer, for example, remains with our customers.

Within our assessment services, however, Aon does offer processes to customers that streamline the application process. Aon’s logic behind such automated processes is to take your
assessment responses and compare these with developed research models and industry knowledge, that we have developed through statistical, scientific and psychological based
expertise (generally in the form of algorithms). For example, your input into initial tests may be calculated to decide automatically whether you are suitable to move onto further tests.
Customers may later decide automatically based on your final assessment results whether to move forward with your application.

If you wish to obtain human intervention in the automated decisions and/or profiling made, you wish to express your point of view and/or you wish to contest a decision made in this context,
please contact cn.privacy@aon.com.cn or the customer directly.

Withdrawal of Consent

Where you have given your consent for a specific processing activity, you have the right to withdraw this consent with future effect. To withdraw your consent, please contact
cn.privacy@aon.com.cn or the customer directly.

International Transfers

As noted above, you can ask to obtain a copy of, or reference to, the safeguards under which your personal information is transferred outside of China.

Contact us
If you have any further questions or concerns, please contact:

381 Huai Hai Middle Road
Shanghai Central Plaza, 38/F
Shanghai, 200020

China

Email: cn.privacy@aon.com.cn

Changes to this Notice
We may update this Notice from time to time. When we do, we will post the current version on this site, and we will revise the version date located at the bottom of this page.

This Notice was last updated in January 2025.
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